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1. Introduction
This book is a collection of some of the latest development work that embrace 
three major interrelated scientific disciplines – systems theory, decision theory 
and game theory, and the information and communication science with the goal to 
deploy innovative and effective computer-support application Systems of Systems 
(SOS). In addition, it also suggests the adoption of the Decision Support as a process-
driven approach to iteratively engineer SOS. The book is a collective effort that uses 
a diverse set of studies using a wide spectrum of SOS applications to shed insights in 
the use of MS&A models to assist decision makers. Thanks to the exponential growth 
of big data related to all aspects of human activities, the surge in decision-making 
complexity due to the current climate of uncertainty with unforeseen consequences, 
and the increasing pervasiveness of advanced information and communication tech-
nologies (ICT) such as the proliferation of mobile apps, Internet-of-Things (IoT) and 
bots, we have witnessed an acceleration of integration of “complex systems” across of 
a wide range of application domains that include, but are not limited to, telecommu-
nications, medicine (healthcare), military, manufacturing, transportation, energy, 
social networking platforms, education, and arts and culture. From Reference [1] the 
perspectives of system engineering, complex systems can be classified as:
• SOS Type 1: A family of system-of-systems that provides similar core services, 
e.g., communication services. But each system provides different core service 
types, e.g., non-secure FDMA vs. secure TDMA1 communication services;
• SOS Type 2: An integration of many families of SoS. When combined, this type 
of system provides unique SOS capabilities at the enterprise level (i.e., inte-
grated level). An example of this complex system is a combination of a family of 
communications SoS with a family of Global Position Satellite (GPS) SoS; and
1 FDMA = Frequency Division Multiple Access vs. TDMA = Time Division Multiple Access.
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• SOS Type 3: An integration of many heterogenous, independent but interre-
lated types of systems with each system providing distinctive core services. For 
example, a production line consists of (i) electrical system, (ii) sensor system, 
and (iii) mechanical system with belt conveyor, etc.
Note that we use U.S. Department of Defense (DoD) SOS System engineering 
guide [1] to define SOS. While many existing papers, documents and System-of-
Systems (SoS, which is not SOS) standards considered integration of (i) many 
systems of the same type of systems together which is identical to our Type 1, and 
(ii) many different types of systems as a system consisted of many systems and 
referred to as SoS, which is identical to our SOS Type 3. In this chapter, we focus our 
discussion on SOS Type 2, since existing SoS engineering standards can be directly 
applied to SOS Type 1 and Type 3 but not Type 2.
It would be safe to claim that the disciplines of current system thinking, decision 
science and computer and telecommunication engineering have played a critical role 
in the emergence of SoS2 and SOS. Traditional system theory posits that the whole 
is greater than the sum of its isolated parts [2–4]. And to achieve this holistic added 
value, it seeks to identify, analyze and create processes through optimal arrange-
ments or adaptations of individual and independent subsystems’ components and 
systems under system and SoS perspectives, respectively. This part-to-whole and 
whole-to-part thinking has been extended to SOS perspective for complex systems 
belong to SOS Type 2 and is prevalent in the selected chapters of this book.
Decision theory deals with the reasoning -- be it rational or not -- that drives a 
person’s choice. The three core concepts in decision theory are elicitation and inter-
pretation of the decision maker’s preferences, the search of available options, and 
the management of uncertainty, risks and regrets [5–7]. In organizational or collec-
tive settings, decision making is extended to multiple stakeholders. Von Neumann, 
Morgenstern and Nash are universally credited for their pioneering work on game 
theory [8–10]. They proposed mathematical models of strategic interaction among 
rational decision-makers. The latter can be either cooperative or non-cooperative. 
The discussion on modern SOS in this volume constantly the basic foundations of 
game theory that uses Nash equilibrium as a prime operational goal.
The third underlying discipline that unifies the chapter of this book is the discipline 
of computer, information, communication and computer system (ICS) engineering. As 
ICS engineers continue to stay at the forefront of technological development, specific 
issues related to process flow design and conflict management of federated systems 
have emerged to be most challenging. The majority of chapters in this book, through-
out their specific domain applications, such as space systems, attempt to address the 
challenges related to merging computing and communications due to the limitations 
of existing core protocols and at SOS design level, a deep understanding of how to con-
ceptualize, design and manage coordinating parallelism [11, 12]. These design issues 
appear virtually in all chapters of this book. And the authors have demonstrated several 
different approaches to address these challenges in their specific applications.
As mentioned earlier, the authors use the DoD Systems Engineering Guide 
published in 2008 for defining SOS [1]. U.S. DoD has defined SOS as “a set or 
arrangement of systems that results when independent and useful systems are 
integrated into a larger system that delivers unique capabilities.” SOS development 
involves the creation of systems, which are collections of legacy, evolving and new 
systems that must have a high degree of flexibility and adaptability. Two of the 
main considerations for defining SOS are:
2 Note that in this Chapter SoS can be considered as SOS Type 1 and Type 2 but not Type 3. Existing standard 
SoS engineering approach needs to be modified or extended to address SOS Type 2 enterprise challenges.
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i. The lack of authority over the constituent systems because of their inde-
pendent management, funding and objectives that may not align with those 
of the SOS as a whole.
ii. The emergent behavior adds a large degree of unpredictability, as overall 
system behavior cannot be predicted by having individual knowledge of each 
of the constituents.
Recently in 2019, the International Council on Systems Engineering (INCOSE) 
[13] has released the latest version of the “Guidelines for the Utilization of ISO/
IEC/IEEE 15288 in the Context of System of Systems (SoS) Engineering”, which is 
an extension of existing system engineering, to industry for review and comments. 
This document provides guidance for the utilization of ISO/IEC/IEEE 15288 in 
the context of SoS in many domains. This INCOSE guidebook perceives that SoS 
engineering demands a balance between linear procedural procedures for system-
atic activity and holistic nonlinear procedures due to additional complexity from 
SoS emergence. ISO/IEC/IEEE 15288 is considered by most system engineers as the 
foundation for SoS Engineering for many civilian and commercial applications, 
while U.S. DoD Systems Engineering Guide for SOS is considered as the foundation 
for SOS engineering design and implementation for defense applications.
The following sections address the objectives presented in the abstract section.
2. Current trends on SOS engineering
Using a requirement-based approach, existing System-of-Systems (SoS) 
engineering is a software engineering discipline that deals with the analysis, 
design, development, deployment and evaluation of heterogenous systems. A 
peculiar aspect of SoS engineering is to deal with a significant level of uncertainty 
in requirements engineering [13]. As such, while the goal of traditional system 
engineering is to build the system right, SoS engineering goal is to build the right 
system in the SoS context. Instead of optimizing individual systems, the primary 
objective of SoS engineering methodology is to maximize the overall performance 
of an integrated platform.
Many researchers, scientists and system engineers in the field have recognized 
the following challenges related to existing requirement based SoS approach when 
extended to complex SOS Type 2 defined above: (i) Requirements are usually 
derived from the assumptions of certain selected technology enablers that are usu-
ally a few years behind the current technologies, and (ii) When the requirements 
are changing at a fast pace, the current (As-Is) system architecture design using 
this SoS requirement-based approach becomes a “bottleneck” when interfacing 
with newer (To-Be) systems that are not within the same family. The current SOS 
engineering approach is to focus on the use of capability-based SOS engineering 
approach to address the “requirements” challenges for monolithic and complex 
systems (SOS Type 2 or complex SOS) with changing requirements due to technol-
ogy changes and dynamic environments.
3. Current trends on SOS architecture design and MS&A
Known as complex SOS, these new deployments represent a step further in inte-
grating task-driven dedicated systems that pool and share resources (i.e., data) and 
capabilities (i.e., modeling and intelligence) together to expand more functionalities 
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and improved SOS performance (i.e., effectiveness and efficiency) to deliver unique 
capabilities than simply the sum of the individual constituent systems. Many of these 
SOS appear invisible to most users, but their presence is omnipresent in our daily 
lives: smart power grids, integrated traffic networks for air, land and sea connectiv-
ity, health information systems, global supply chain networks, and many others.
The two key parts of using existing standard requirement based SoS engineering 
for extension to SOS are to: (i) design a complex SOS Type 2 architecture, and (ii) 
develop MS&A models to characterize and predict the behavior of the complex SOS 
Type 2 architecture. Like SoS perspective, in SOS, most if not all individual systems 
and systems’ components are already in place. Therefore, the development of a com-
plex SOS Type 2 architecture requires a full consideration of the technical feasibility 
of the constituent systems within Family of Systems (FoS), systems within different 
types of FoS, and the compatibility between the SOS requirements (i.e., systems of 
different FoS’ systems) and those of individual systems’ components. Practically, the 
complex SOS architectural focus could be just to establish adequate communication 
protocols between systems and ensure proper interoperability. If the SOS require-
ments is distinctively unique, a more elaborate SOS architecture design is required 
to modify some existing constituent systems to achieve overall SOS effectiveness. As 
such, the task of SOS architecture design and analysis is to strike a balance between 
the enterprise goals of all involved stakeholders. Reference [14] employs this SoS 
requirement-based approach to address architecture design challenges from mis-
sion definition to architecting complex SOS. However, for complex SOS Type 2 
architecture with different FoS types, with requirements that are not stable due to 
the technology changes and dynamic operational environment conditions for one 
type of FoS as compared to the other types of FoS, the requirement-based design 
approach may lead to a stove-pipe architecture solution due to the following reasons:
• As mentioned above, requirements are usually derived based on the assump-
tions of selected technology enablers that are usually a few years behind the 
current technologies (e.g., at least 3 to 5 years for space systems),
• When the requirements of one type of FoS are changing at a fast pace, the As-Is 
system architecture design using SOS requirement-based approach becomes 
a “bottleneck” when interfacing with newer systems that are not within the 
same family,
• The family of SoS that requires frequent upgrade/refresh due to technology changes 
can cause a loss of interoperability with family of SoS that have stable requirements,
• Practically, SOS management at the enterprise level can pose a real challenge, when 
a family of SoS systems with stable requirements are not able to synchronize with 
the other families of SoS systems to be deployed at a later date; Managing this mis-
alignment of systems and requirements synchronization is unmanageable task.
As discussed earlier, the current trends are to extend SoS requirement-based 
engineering to SOS capability-based engineering approach for the design and 
development of MS&A of complex systems. These current trends are based on the 
following capability-based engineering concepts:
• SOS architecture design is based on the top-down approach by associating each 
system with its high-level capabilities not subsystem’s components’ require-
ments. This approach leaves the flow-down of capability-to-requirement to the 
selected contractors for the design and build of each FoS,
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• Managing the capabilities at the SOS enterprise level, i.e., SOS capability align-
ment, synchronization and integration will be managed using capability-based 
engineering approach.
• Develop MS&A models to simulate, analyze and characterize SOS capabili-
ties with well-defined SOS architecture performance metrics focusing on 
capabilities, and not detail requirements’ metrics.
4. Existing SOS Modeling, simulation and analysis (MS&A)
The current trends for the development of SOS MS&A models requires to 
classify and decompose complex SOS according to their presumed capability’s 
attributes and relationships. In the context of this chapter, the classification and 
decomposition will be performed using SOS capability-based engineering perspec-
tive, which is also referred to as SOS perspective that encapsulate the three SOS 
types as defined earlier. Using [15], the book chapters have presented SOS tax-
onomy for space and airborne systems.
Optimizing the synergy between independent and heterogeneous systems 
or FoS’ systems is a particular challenge in SOS architecture analysis. In order to 
analyze the SOS architecture effectiveness and to specify SOS characteristics, 
behaviors and features, engineers develop SOS MS&A frameworks and models 
and associated SOS performance metrics. The book chapters successfully dem-
onstrated the use of SOS perspective for the development of MS&A models to 
characterize the performance of a notional space systems-of-systems with differ-
ent FoS types.
5.  A SOS perspective and current trends on the MS&A of decision 
support systems (DSS)
Decision-making is being profoundly challenged by the digitization of the 
business world and the rise of environmental uncertainty and risks. Augmented 
by digital technologies, decision makers have in their hands massive amount of 
open source data, and often, they are forced to make swift decisions while trying 
to mitigate increasing level of risks. Given the diversification of massive infor-
mation sources that go beyond the organization boundaries, decision makers 
are facing with a triple level of uncertainty – increased difficulty in identifying 
the possible courses of actions given a complex decision; increased difficulty in 
estimating the likelihood of decision outcomes of a chosen action, and unex-
pected emergence of new actors – be it allies or foes – along the decision-making 
process.
DSS are commonly known as computer-based systems that are designed for 
aiding decision-makers to transform an ill-defined and unstructured problem into a 
well-defined and structured problem. In that process, the problem can be iteratively 
analyzed, and possible decision outcomes can be visualized. The role and function 
of a DSS is to guide the user throughout the decision-making process that eventu-
ally lead to a final decision – either optimal or satisfactory. In this DSS perspec-
tive, MS&A is seen as a set of tools that help decision makers to (i) express their 
preferences and needs, (ii) explore all possible solutions, (iii) perform evaluation 
analyses, and (iv) select the best possible preferred outcomes. In complex decision-
making situations, a DSS is a computer-based system that supports its user(s) to 
make effective decisions in ill-structured problems.
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A DSS is typically composed of four components [4]:
• A Data Component: that allows the decision maker to retrieve relevant data 
from all possible relevant sources to generate new alternatives and new  
perspectives in decision making;
• A Model Component: that enables selection, creation, and manipulation of mod-
els to help decision makers best capture the dimensions of the decision problems;
• An Interface Component: that provides context-sensitive and personalized 
interaction with the users; and
• A Communication Component: that facilitates structured and free-format 
information exchanges between users.
In a SOS environment, the level of sophistication of these four components 
increases with the size of interconnected systems. The overarching SOS engineering 
challenge is to deal with the uncertainty related to the design of interoperability and 
coordination. It is critical to design context-dependent interfaces between indi-
vidual systems using technologies such as the Unified Modeling Language (UML), 
with the need for integration and coordination:
• SOS Dynamic Program Solver: Given a specific complex problem at hand, the DSS 
facilitates the generating of problem-solving solutions. It can simply be the execu-
tion of an existing ready-to-be-applied decision model, or it can set up a sequence 
of trial-and-error algorithms in search for an optimal problem formulation.
• SOS Daemon: In a highly distributed system, the role of this kernel of the 
multi-tasking DSS is to manage, coordinate and control in the background, 
without the direct control of the user, the overall execution of the SoS. Upon 
request, the daemon activates the processing of data, model and analysis, 
interpretation and visualization.
• SOS Scheduler: In a large-scale, loosely coupled distributed architectures, 
the SoS scheduler task is to generate a feasible scheduling scheme to execute 
decision making problems. It is providing process-driven policies to help the 
SOS Deamon to sequence DSS execution – either in a concurrent or sequential 
manner – and to allocate computational resources to each of the DSS tasks.
• SOS Planner and Controller: In highly vulnerable operations, the Planner and 
Controller performs the function of a hardware/software watchdog to ensure 
that the SoS can be promptly reset if it is disrupted by malfunctions or failures. 
In normal operations, the DSS should allow for the coordination of modeling 
and simulation processes.
Over the last thirty years, with the emergence of Decision Support Technology, 
decision makers have benefited from dedicated DSS applications, from engineer-
ing to business and healthcare to engineering. Elevating the role and function of 
DSS to support complex SoS presents both opportunities and challenges to the 
discipline. As exemplified in the book chapters, the concept of DSS can offer group 
decision for risk management and collective generation of social urban policies. 
Furthermore, game theories can be used to engage antagonists in finding a solution 
that would be acceptable to all.
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6.  A SOS perspective and current trends on MS&A of game theoretical 
models (GTM)
The development of computer models to perform the MS&A of a particular game 
theoretical model, whether it is used for analyzing and predicting the behaviors 
of complex systems or future economic well-being or forecasting stock market, 
are very challenging for system analysts, economic analysts, financial analysts and 
mathematicians. As pointed out in the book chapters, practical GTM are usually 
very complex because these models require the analysts and mathematicians to have 
a deep understanding of a combination of:
(i) Game theory, i.e., what type of game that the analyst should be selected for 
the problem being investigated and how-to set-up the game to achieve desire 
outcomes,
(ii) Advanced mathematics3 in several fields, including modeling and simula-
tion, algebra, probability, statistics and calculus, and
(iii) The problems being investigated with profound subject matter expertise in 
a particular scientific area. As an example, the analyst may require having a 
thorough understanding of the behavior of the cellular system being inves-
tigated or understanding of several medical fields, including tumor cells, 
thoracic surgery, neocortical epilepsy and kidney donation.
Currently, researchers, scientists, engineers and analysts have applied game theory 
to many applications, including but not limited to health care, wireless communica-
tions systems, complex systems acquisition, finances, and economics. As mentioned 
in Section 4 above, for the development of SOS MS&A models using SOS perspective, 
a game theoretical modeling taxonomy is required. Figure 1 provides a description 
of a game theoretical taxonomy that the SOS modelers can use in selecting proper 
game “engine” (or system in SOS context) to perform required SOS MS&A modeling 
tasks. As shown in Figure 1, there are two types of games, namely, static games and 
dynamic games. For each game type, depending on the information available to the 
players, the MS&A modelers can choose to play complete or incomplete information 
with either corporative or non-corporative games. For static games, the modelers 
develop game engines using normal form. While, dynamic games use extensive form 
with the complete information games being divided into perfect information and 
imperfect information games. The definitions for these games are given below:
• Complete information games: Players know all information about the other 
players, e.g., their “types”, strategies, payoffs and preferences.
• Incomplete information games: Players may or may not know some informa-
tion about the other players, e.g., their “types”, strategies, payoffs or their 
preferences.
• Perfect information games: Players are aware of the actions chosen by other 
players. They know who the other players are, what their possible strategies/
actions are, and the preferences/payoffs of these other players. Information 
about the other players in perfect information game is also complete.
3 Note that mathematical game theory can also be considered as a brand of mathematics that required 
mathematical background in modeling and simulation, algebra, probability, statistics and calculus.
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• Imperfect information games: Players simply do not know of the actions 
chosen by other players. However, they know who the other players are, what 
their possible strategies/actions are, and the preferences/payoffs of these other 
players. Hence, information about the other players in imperfect information 
game is incomplete.
Figure 1 assumes all games are Bayesian games. Basically, there are seven game 
models associated with static and dynamic game types. Each of these game models 
can be considered as a model of a “system” with a specified set of inputs and out-
puts and when these systems are set-up properly, together they will provide desired 
outcomes. Recently, References [16, 17] have used this SOS MS&A approach for 
developing complex computer simulation models to evaluate and develop acquisi-
tion strategy for acquiring complex space systems for U.S. DoD. Reference [18] 
discusses the use of decision support system to complement the game models when 
decisions on a selecting of a particular architecture solution does not converge. 
Therefore, it is probably safe to claim that the current trends for the development 
of complex MS&A models for game theoretical modeling applications are to use 
(i) SOS perspective, and (ii) Decision support system when the game model of a 
complex system or process does not converge.
7. Conclusion
The chapters presented in this technical book share a common thread of using 
Systems-of-Systems (SOS) perspectives and existing INCOSE System-of-Systems 
(SoS) engineering to address complex practical test-and-evaluation processes 
and systems, ranging from melt spinning process and space systems enterprise 
to medical problems. While dealing with a great level of details illustrating their 
thematic methodologies, the authors do take the effort in providing the readers 
Figure 1. 
Game theoretical Modeling Taxonomy from SOS perspective.
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with a thorough background discussion, making their chapters comprehensive and 
reachable to all. We hope that the readers will find the chapters selected for this 
book a source of ideas for their own work -- ideas that are anchored in a set of inter-
disciplinary and, moreover, ideas are being explored or experimented in promising 
systems-of-systems applications.
By its very nature, an SOS evolves overtime with changing systems require-
ments. Looking forward, the coordination of simultaneous and real-time processes 
in large-scale programmable networks remains to us a major challenge in the design 
of SOS for complex problem solving. In spite of the recent advances in Artificial 
Intelligent (AI) and automated systems, the burden of managing the interfaces 
between distributed data repositories, disparate and incompatible model bases, and 
context-dependent visualization and presentation techniques, the coordination of 
parallel operations still depends in a large part on the SOS designers. It is a time-
consuming and tedious process to conceptualize and implementing parallelism. We 
hope the readers find in this book concepts and ideas that would help them achieve 
their requirements analysis and SOS design task.
Last but not least, and although not explicitly discussed, most of the chapters in 
this book have judiciously pointed out the necessity of establishing a coherent set 
of principles for systems-of-systems engineering, including synergism, symbiosis, 
modularity and self-governance, conservation and reconfiguration, emergence and 
re-architecting, efficiency and effectiveness. If these principles are clearly defined 
and adopted by the community of SOS developers and users, we expect that SOS 
would be the next and ultimate generation of digital applications.
© 2021 The Author(s). Licensee IntechOpen. This chapter is distributed under the terms 
of the Creative Commons Attribution License (http://creativecommons.org/licenses/
by/3.0), which permits unrestricted use, distribution, and reproduction in any medium, 
provided the original work is properly cited. 
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